
A Zero Trust Response Partnership  
Fast Threat Detections and Automated Response

Cybersecurity in today’s context is a complex problem to solve. 
With threat actors increasing in sophistication and impact with not 
only the tools they use, but also the tactics they employ to launch 
cyber-attacks. It is therefore quite imperative that enterprises get 
a holistic view of their IT estate to gain actionable insights for 
swift, automated, and effective threat remediation.  

TEHTRIS allows enterprises to unify cybersecurity by bringing 
together all solutions to a single console for high-speed detection 
and responses. Integrating with Zscaler’s Zero Trust Exchange 
which delivers a complete security stack through a Secure 
Services Edge (SSE) architecture, delivered as a service from the 
cloud, TEHTRIS XDR platform ensures real-time detection and 
remediation with minimal human intervention.

B E N E F I T S

TEHTRIS collects and analyses Zscaler logs and reports them as 
customized security alerts in the TEHTRIS XDR Platform to give 
customers a 360-degree view of their IT estate. Leveraging 
TEHTRIS SOAR which is native to the XDR platform, enterprises 
now can limit manual interventions while maintaining the highest 

level of security. Through this integration, the Zscaler blacklist 
database is enriched in real time, which means if a domain name 
is detected as malicious by TEHTRIS Cyber Threat Intelligence, 
the same is automatically updated on the Zscaler blacklist 
database, thereby blocking users to connect to it.

ZSCALER & TEHTRIS: PARTNERS IN PROTECTION  

Unified visibility of information system activity
in one single platform (XDR)  

Blacklist automatically, without human intervention  

Enrichment of the Threat Intelligence database  

Data retention for compliance & Digital Forensic  

Real time threats detection  

Easy and reliable integration  

Logs security classification 
& prioritization through alerts scoring

TEHTRIS XDR PLATFORMTEHTRIS XDR PLATFORM

Any User: Workforce, Contractor, B2B Customer

Any Device: Corp Managed, BYOD

Any Location: HQ, Branch, Road Warrior, Home
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TEHTRIS XDR & ZSCALER



Integration & Management
 
Facilitate the management and control of multiple 
cybersecurity tools through the aggregation of 
logs in a single console.

Detection & Investigation 
 
More than a log collector, the TEHTRIS XDR and its built-in 
modules allow to evaluate and correlate the logs to TEHTRIS 
Cyber Threat Intelligence but also to investigate over time 
through data retention and advanced digital forensics tools.

Orchestration & Response

With the TEHTRIS SOAR, a Zscaler playbook is provided to 
automatically enrich the deny list without any human action 
other than activation, thus blocking all access to a domain 
considered malicious by the Cyber Threat Intelligence. You can 
also customize this playbook or create a new one regarding 
your IS specific needs. Beyond the security function, the SOAR 
is coupled with alerting functionality and warn the security 
team through an email, a SMS, a call or a push notification if the 
Mobile Threat Defense of TEHTRIS is deployed.

Alerts & Events view from the TEHTRIS XDR Platform

Conditions and actions in the SOAR playbook to interoperate with Zscaler Solutions

Zscaler’s alert example from the XDR TEHTRIS Platform

About TEHTRIS: French software editor of cybersecurity solutions, TEHTRIS develops and markets a technological 
platform for hyper-automated cyber defense. Developed in-house, its software robots and artificial intelligence 
algorithms detect and neutralize known and unknown digital attacks in real time. TEHTRIS protects corporate 
infrastructures against cyber-espionage and cyber-sabotage at the international level.

About Zscaler: Zscaler (NASDAQ: ZS) accelerates digital transformation so customers can be more agile, efficient, 
resilient, and secure. The Zscaler Zero Trust Exchange protects thousands of customers from cyberattacks and data 
loss by securely connecting users, devices, and applications in any location. Distributed across more than 150 data 
centers globally, the SSE-based Zero Trust Exchange is the world’s largest in-line cloud security platform.
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