POC & QUICKDEMO – TERMS OF USE
These Terms and Conditions form the contractual commitment
(“Contract”) entered between You and TEHTRIS relating to the
assessment and use of TEHTRIS Solutions made available to You as
part of the Proof of Concept (PoC) and/or the QUICKDEMO option.
Each Party is individually referred to as a “Party” and collectively as
“Parties”.
By downloading, installing, copying or otherwise using the
TEHTRIS Solutions, You acknowledge that you have read,
understood and expressly agree to be bound by the terms of the
Contract. If You do not agree to them, You shall not be permitted
to install and/or use the TEHTRIS Solution for any purpose
whatsoever.
The general terms and conditions purchase and/ or the contractual
terms between the User and the Partner do not apply to the Project.

Article 1. Definitions
“Contract” means the present agreement between You and
TEHTRIS for the Project’s performance, the access and use of
Solutions.
“Data” means the User’s security-related technical data sent
through Solutions for the purpose of the Project. Data can only be
investigated by You and TEHTRIS’ and/or the Partner employees in
charge of the Project performance.
“Documentation” means the set of documents whatever the form
or medium, readable by man and possibly machine, explaining how
a Solution-related application or computer component or more
generally, an element that makes up the Solutions; the steps to
follow for the Project performance, the technical documents etc,
provided by TEHTRIS.
“Partner” means any legal entity other than TEHTRIS, from which
you subscribed to TEHTRIS Project. It may be reseller and/or
distributor of TEHTRIS Solutions.
“PoC” or “Proof of concept” means an operation by which You wish
to assess the effectiveness of the Solutions for a given period of
time. It is not a subscription to the Solutions; it is only a trial of the
Solutions.
“Project” means Proof of concept (PoC) and/or the QUICKDEMO
option.
“QUICKDEMO” means a PoC option consisting of the provision of
a dedicated Infrastructure on which Solutions will be deployed,
unlike the PoC, the whole being entirely hosted in the TEHTRIS
Datacenter itself hosted by OVH in France.
“Solution(s)” means one or several software solutions in SaaS
(software as a Service) edited by TEHTRIS and subscribed by You
from TEHTRIS as mentioned in the Terms and Conditions or
through a Partner. Solutions are made available to You remotely by
TEHTRIS for the Project’s duration.
“Third-Party service provider” means any legal entity other than
TEHTRIS with whom You have entered into a contractual
relationship in which You expressly authorize it to install and/or

access and/or use the Solutions or otherwise intervene to the
Project’s performance. The Third-Party service provider shall be
deemed to accept the obligations set for the in this Agreement. The
Third-Party Service Provider may be a Partner.
“TEHTRIS” means TEHTRI-Security, a French company (Société par
action simplifiée, SAS) with a shared capital of EUR 139 816, with its
head office located 13-15 rue Taitbout, 75009, PARIS, France, and
listed in Paris’ Trade and Companies Register under SIRET Code
number 521 474 445, represented by Mr. Laurent OUDOT and Mrs.
Eléna POINCET, co-CEOs.
“TEHTRIS XDR Platform” online platform, dedicated to the User for
the duration of the Project and allowing access to the Solutions.
“You” or “Your” or “User” means the legal entity bound by the
present Contract and has ordered TEHTRIS Solutions from TEHTRIS
or through TEHTRIS’ Partner. You are deemed to be qualified as
professional as defined by the French Code of Commerce.

Article 2. Contractual Documents and Duration
The Agreement aggregates the following contractual documents
presented in hierarchical order of decreasing legal value: the
present Terms and Conditions; any Documentation TEHTRIS and/or
the Partner provides You with; the quote.
The Contract enters into force from the Terms and Conditions’
acceptance and/or the Order’s issuing date and/or if applicable,
retroactively from the start the Project for a period agreed between
the Parties.
The Contract applies for the duration agreed between the Parties.
At the end of the Project the confidentiality and intellectual property
obligations shall remain in force for the duration as mentioned in
their respective articles.
The User provides TEHTRIS and/or the Partner with the final results’
report.
The User is not allowed to give away all or part of its rights and
obligations arising from the Contract in any ways, including but not
limited to temporary lease, sublicense or carrying out of any other
legal action to transfer the rights and obligations aforementioned.

Article 3. Project’s organization
The Project will start as follow:
Day 1: Creation of the Project infrastructure and installation of
the Solutions. Then TEHTRIS authorizes the start of
assessment tests according to the level of completion of the
steps to follow which You will be communicated by TEHTRIS
and/or the Partner where appropriate,
Day 2 and following days: use of the Solution and assessment
tests,
Last day: Dismantling of the technical components set up
within the User’s infrastructure as part of Project operations,
uninstalling of Solution and Data deletion.
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3.1 TEHTRIS Solutions accessibility. The Solutions will be made
accessible to the User via the Internet, in an environment dedicated
to the User.
TEHTRIS recommends not to use former Windows versions that are
not supported by Microsoft anymore (such as Windows XP), the
highest security levels being reached with Windows 10 Enterprise.
Regarding TEHTRIS MTD Solutions, TEHTRIS MOBILE THREAT
DEFENSE application is compatible with versions: Google Android
(from Android 4.1 for mobile, tablet, televisions...) et Apple (iPhone
from iOS 11, iOS 12, iOS 13, iOS 14 andiPad : iOS 11, iOS 12, iPadOS
13, iPadOS 14...). TEHTRIS recommends to use the last versions to
get best results
3.2 Access to TEHTRIS XDR Platform. You and/or the Third Party
service provider acting on Your behalf, benefit to Solutions via the
TEHTRIS XDR Platform. Every connection is performed from Your
computers using credentials provided by TEHTRIS. Credentials are
personal and confidential. You are fully responsible for Credentials’
use and safekeeping and ensures that no access to TEHTRIS XDR
Platform is provided to any unauthorized third-party. You bear full
responsibility for the consequences that may result from the loss,
disclosure, fraudulent or unlawful use of the Credentials provided.
TEHTRIS shall not, under any circumstances, be held liable for the
consequences aforementioned. In case of loss or theft of the
Credentials, You commit to following the steps prescribed by
TEHTRIS as part of the recovery procedure with SMS Code
Verification.

Article 4. Authorization to carry out assessment’s
Tests
The Parties expressly agree that, as the services provided are for free
testing, the Project cannot be conducted under the conditions of
maximum security configurations (particularly with the conditions
provided in the context of a TEHTRIS subscription). However, the
Project will be carried out in optimized security configurations
allowing the User to sufficiently evaluate the Solutions efficiency.
This Contract provides no guarantee regarding Solutions’ capacity
to prevent and detect, exhaustively and/or in real time, any attack or
IT threat, any security incident, any breakdown affecting all or part
of the monitored information system.
The User is authorized to carry out tests to assess TEHTRIS
Solutions’ efficiency from the date as stated by TEHTRIS. (Tests may
include: normal and intensive use of Windows to observe the
impact of TEHTRIS’ presence’s; use of malicious or suspects
software and scripts to introduce vulnerabilities or backdoors or
various malicious bypasses; normal use of TEHTRIS XDR Platform to
apprehend the product’s contribution regarding traceability,
detection, monitoring of threats, and investigations).
The User benefits from the default security settings implemented by
TEHTRIS. Exceptionally, as the express User’s request, the latter may
be authorized by TEHTRIS to change the agent’s configuration and
acknowledges that an improper configuration (too lax, incorrect…)
may lead to incorrect results.
The User and/or the Third-Party service provider is authorized to
carry out tests only on the Solutions perimeter covered by the
Project.
The User or any Third-Party service provider acting on its behalf
shall not carry out tests aiming at TEHTRIS’ infrastructure or all or
part of the TEHTRIS; or study how TEHTRIS tools work internally.
Forbidden actions may include: attempting to circumvent
TEHTRIS’s software protection; carrying out reverse engineering on
TEHTRIS; snapshots of TEHTRIS components’ RAM or hard drive;

recording of traffic between TEHTRIS and TEHTRIS’ Cloud; attempt
to intercept or alter encrypted traffic between an TEHTRIS
component and a local server within the User’s infrastructure or a
central server in TEHTRIS’ Cloud.
Regarding to the QUICKDEMO option, the User will be able to run
evaluation tests on the dedicated infrastructure. The tests scope is
strictly limited to the User infrastructure set up. It is the User's
responsibility to ensure that the tests are set up correctly, and any
rebound to another IT system is forbidden.

If so, TEHTRIS reserves the right to terminate the Contract forthwith
and prosecute the User and reserve the right to take any legal action
for compensation of the breach contract. If necessary, the User is
informed that technical information such as: IP address, tools,
techniques, schedules (non-exhaustive list) may be communicated
to any third party who has suffered damage as a result of the
violation of the perimeter, in particular OVH, the infrastructure host.
All tests’ results are confidential information, the User is not allowed
to publish or share them with any third-party or on the Internet,
including comparative or competitive analysis involving TEHTRIS,
for two (2) consecutive years following the end of the Project, except
with TEHTRIS’ prior, written and express consent.
The User commits to transferring the tests results to TEHTRIS and/or
the Partner within fifteen (15) days following the end of the Project.

Article 5. Trial License
TEHTRIS grants the User with a personal, non-exclusive, nonassignable and non-transferable right to use TEHTRIS Solutions and
an access right to TEHTRIS XDR Platform and for the duration of the
Project. The use right means the right to represent and implement
the Solutions in accordance with their purpose, in SaaS mode
through a connection to an electronic communications network. As
it is a trial version, the guarantees associated with a traditional
subscription are not included in the Project.
The User shall not, and under no circumstances, provide a third party
except for Third-Party service provider, with Solutions and is strictly
forbidden to use Solution outside the purpose defined herein,
including but not limited to adaptation, modification, translation,
improvement, broadcasting, decompiling.

Article 6. Ownership
TEHTRIS is and remains the sole owner of all property rights relating
to TEHTRIS Solutions and TEHTRIS XDR Platform as well as the
whole software computer system infrastructure implemented or
developed in the context of the Project. Software and relating
Documentation, copy in full or parts thereof, improvement,
modification or derivative work thereof, is and must remain
TEHTRIS’ sole and exclusive property. The Contract’s stipulation as
well as the provision of temporary TEHTRIS Solutions shall not be
considered as a transfer of any intellectual property rights from
TEHTRIS Solutions to the User as defined in the French Intellectual
Property Code.
The User shall not share or publish any file or document provided
by TEHTRIS as part of the Project (msi, exe, dll, pdf, etc.).
The User has the obligation to inform TEHTRIS without delay as
soon as the User would discover a fault or any fault in the System,
or any vulnerability in the TEHTRIS Solution, including any faults
which would be exploitable by an attacker. The User shall not wait
the audit end to announce the fault discovery, he shall inform
TEHTRIS without delay. Any vulnerabilities or faults that would be
discovered by the User is a confidential information who he is not
allowed to use, distribute, forward, communicate in whole or in part
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to any person, except the TEHTRIS member empowered for this
purpose.
The User is banned from reproducing all or part of the Software or
any related documentation, by all means, in all forms and on all
materials. The User or any third-party partner that may have had
access to the Solution commits not to develop competing Solutions
that provide all or part of Solutions’ features for the duration of the
Contract for a five (5)-year period following the end of the Project,
worldwide.
The User is and remains the owner of the whole data sent to
TEHTRIS, except for malicious or suspects items that become
TEHTRIS’ exclusive property.
At the end of the Contract, Parties commit to destroying the
Documentation and confidential information – except for the
Contract – and all copies thereof, and all that may belong to the
other Party. In particular, the User commits to destroying all binaries
and scripts of TEHTRIS tools relating to the Project (e.g. agent
installation MSI). The User commits to uninstalling all TEHTRIS tools
(e.g. TEHTRIS agents) used during the Project.

Article 7. Responsibility
Each Party bears full responsibility for the consequences of any
misuse, mistake or omission that would cause direct damage to the
other Party as part of the Project.
7.1 TEHTRIS’ responsibility: Regarding the performances of the
Soutions, TEHTRIS has a mere best-efforts obligation. Under no
circumstances shall TEHTRIS be held liable for the User’s indirect or
unpredictable damages, that include any profit or business loss, loss,
Data or file inaccuracy or alteration, decrease in turnover or profit,
loss of customers, opportunity loss, cost of purchasing alternative
products, services or technology, that is in relation with or arises from
non or inaccurate provision of the service. TEHTRIS is not
responsible for any damage caused by possible unavailability,
Solutions interruptions and/or slowdowns
7.2 User’ responsibility: The User declares possessing all relevant
ownership and access rights for the infrastructure where TEHTRIS
agents are deployed and operated for the duration of the Project.
The User shall be solely responsible for any damage that may result
from such failure. The User is responsible for the physical security of
the equipment or software on which Solutions are installed and/or
used, for its infrastructure where the Solutions will be used, and for
the good health of the networks used in connection with the Project.
The User is solely responsible for the Data content that will be
transmitted to the TEHTRIS central server, in any capacity
whatsoever.

TEHTRIS recommends to perform the PoC in a test environment.
When the User has chosen to perform the PoC on its own TEHTRIS
XDR Platform infrastructure already in production, the User shall be
solely responsible for the consequences that may result from the
PoC on the TEHTRIS XDR Platform in production.
7.3 Responsibility Exemption: No Party shall be held liable for any
failure to fulfill their obligations regarding these Terms and
Conditions relating to Force Majeure. Regardless of the nature, basis
and terms of any action initiated against TEHTRIS, in the event of
proven fault on the part of TEHTRIS, the compensation due to the
User for any loss suffered, for which the User shall provide full proof
and evidence of the causal link, shall not exceed an amount equal to
a thousand (1000) euros.

Article 8. Termination
If the User fails to perform all or part of any of its contractual
obligations, TEHTRIS may terminate the Agreement within one (1)
month of the User's notice of default, served by registered letter with
acknowledgement of receipt, which has remained without effect.
The Agreement may be terminated by TEHTRIS in the event that the
User has breached one or more of the essential obligations under
the Agreement.

Article 9. Data Protection
Both Parties shall comply with applicable regulations on Personal
Data Processing, including but not limited to the French Law n°7817 of January 6th 1978 modified, as well as the Regulation (EU)
2016/679 of the European Parliament and of the Council of April
27th 2016 (GDPR). TEHTRIS, as a data processor, is allowed to
process, on behalf of the User that is a data controller, the necessary
Personal Data to provide the User with the Project.
TEHTRIS’ Personal Data Processing is based on the User’s
legitimate interest to ensure satisfactory safety levels to its
computer system infrastructure and information in compliance with
GDPR Article 6§1,f). Processing purposes are to ensure supervision
of incidents and security-events as well as TEHTRIS application
authentication accounts administration which are necessary to
ensure the safety of the User’s computer system and information.
Among the technical security data, the personal data processed by
TEHTRIS are limited to: machine user name ; machine name ; IP
address; paths, programs, indicating the folder name or the file
name, as well as the Login to the TEHTRIS XDR Platform. Among
security technical Data, the User Personal Data as processed by
TEHTRIS are limited to: machine’s username; machine’s name; IP
addresses; paths, software with a folder or file’s name; Credentials
for TEHTRIS XDR Platform. For TEHTRIS MTD, the data collected is
detailed in the privacy statement (available on the TEHTRIS
website).
Personal Data are retained by TEHTRIS for the duration of the
Project only and until the delivery of the results report by the User.

Article 10.

Confidentiality

By default, confidential Information includes: any Documentation,
any information regarding TEHTRIS that did not fall into the public
domain; and more generally any information of financial, technical
or commercial nature. Notwithstanding the above, both Parties
bear no obligations regarding confidential information that: would
have fallen into the public domain without the receiving Party being
at fault; would have been developed independently by the
receiving Party; would have been known by the receiving Party
before being disclosed by the other Party; would have been
legitimately received from a third-party that is not subject to any
non-disclosure obligations; shall be disclosed by law or as
requested by a judicial or administrative body that is legally entitled
to so request, provided that the disclosing Party notified the other
Party prior to doing so. Each Party commits: to keeping all
confidential information received from the other Party as strictly
confidential; not to disclose the other Party’s confidential
information to any Third-Party, except for employees and agents
whose duties require access to such information, and only after
submitting them the same obligations; to using the other Party’s
confidential information only to exercise its rights and fulfil its
obligations under the Contract.
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Both Parties’ obligations regarding confidential information remain
in force for the duration of the Project and for five (5) consecutive
years following the end of the Project.

Article 11.

Values and Ethics

In application of the principles enshrined in French Law No. 20161691 of December 9, 2016 on transparency, the fight against
corruption and the modernization of economic life, and in national
and international Conventions, TEHTRIS pursues a demanding
ethical policy and strictly condemns fraud, corruption and influence
peddling.
TEHTRIS will only enter into contracts with like-minded partners.
TEHTRIS also prohibits all anti-competitive practices and is
committed to social and environmental responsibility.
Consequently, the User undertakes to actively combat all forms of
fraud, whether social or economic, and all forms of corruption and
influence peddling, whether in the context of relations with a public
and/or private agent, at international, national or local level, whether
these practices are engaged directly or indirectly.
In this respect, the User certifies that it has not, either directly or
indirectly, made or offered and undertakes not to make or offer,
promise, give, authorize or accept any payment, gift, promise or any
other advantage, for the use or benefit of any other person, where
such payment, gift, promise or advantage is or would be intended
to influence an act or decision of such person; to induce such person
to perform or refrain from performing an act in violation of legal
obligations; to obtain an improper advantage; to perform or refrain
from performing an act in violation of laws applicable to the activities
governed by the Agreement.
The User undertakes to impose on its personnel and any
subcontractors the obligations set forth in this Article and to obtain
the same undertaking from its subcontractors and co-contractors.

In the event of a breach of the foregoing undertakings by the User,
TEHTRIS reserves the right to terminate this Agreement without
notice for breach by the Client.
The Agreement may be terminated immediately and by operation of law, by
registered letter with return receipt requested, without further formality in
the event of a violation by the User, or any of its shareholders, of any
Sanctions Regulations (hereinafter "Sanctions Regulations") or if the User or
any of its shareholders is directly subject to any Sanctions Regulations.
Termination shall take effect on the day following the date of receipt of such
notice by the User, unless another effective date of termination is specified
by TEHTRIS to the User in such notice and without the need for TEHTRIS to
put the User on notice. Sanctions Regulations shall mean: (i) all French legal
and regulatory provisions relating to the fight against corruption and
influence peddling, (ii) foreign regulations relating to the fight against
corruption with extraterritorial scope, in particular the US Foreign Corrupt
Practices Act and the UK Bribery Act insofar as they are applicable, and (iii)
international restrictive measures adopted against natural or legal persons.

Article 12.

Various

The Contract and any litigation arising from their interpretation
and/or implementation are subjected to the French law excluding
all others. In the event of one or several clauses being declared as
invalid under the law, regulation or final ruling from any competent
jurisdiction, the rest of the provisions thereof shall remain in full
force and effect, except for such clauses to be of substantial nature,
whose invalidity would jeopardize the whole equilibrium of this
agreement.
If the Contract is written in more than one language or translated,
the French version shall prevail.
Parties agree to consider electronic messages and more generally
electronic documents exchanged between them as originals in
electronic format as defined by the French Civil Code Article 1366.
ANY DISPUTE THAT MAY ARISE FROM THE PROVISION OF THE
PROJECT WILL BE BROUGHT BEFORE THE COMPETENT COURT
IN PARIS, FRANCE.
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